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Abstract implementation and specification are the sarsebps [1]
and Word-level Decision Diagrams such asMmbs [4],
We consider the problem of checking whether an imple- HDDs [7] or K*BMDs [10] are popular choices for such
mentation which contains parts with incomplete informa- canonical forms. Recent approaches integrate the use of
tion is equivalent to a given full specification. We study im- BDDS andsAT solvers to combine advantages of both meth-
plementations which are not completely specified, but con-ods [13, 6, 23, 16]. When specification and implementa-
tain boxes which are associated with incompletely speci- tion are structurally similar, correspondences betwetsn-n
fied functions (called Incompletely Specified Boxes or IS—nal nodes can be used to simplify the verification problem
Boxes). [15, 24, 20, 17, 6, 23].
After motivating the use of implementations with Incom-  Recently, the problem of ‘Black Box Equivalence
pletely Specified Boxes we define our notion of equivalenceChecking’, which occurs when the specification is known,
for this kind of implementations and present a method to but only parts of the implementation are finished or known,

solve the problem. has been addressed [14, 12, 26]. Parts of the implementation
A series of experimental results demonstrates the effecwhich are not finished or known are put into ‘Black Boxes'.
tiveness and feasibility of the methods presented. An error is found in an implementation with Black Boxes,

if the implementation differs from the specificatiéor all
possible substitutions of the Black Boxes. there exists

1. Introduction no completion of the partial implementation that makes it
equivalent to the specification.

There are several motivations for considering the Black
Box Equivalence Checking problem: One application is
equivalence checking in early stages of the design, when

Growing interest in universities and industry has lead to 2 partial implementation is not vet finished. a second appli-
new results and significant advances concerning topics like partiz p‘ . el ' nd app
cation is the ‘abstraction from difficult parts’ in a (finishie

gaﬁzgncgeegﬁg&is;agg Sspazcle ir;wgr;z;l alrét]:i Combln‘tz&ltlonaimplementation, and a third application consists in erfor d

= . S . agnosis, where candidate regions for design errors are de-
or the purpose of this paper combinational equivalence N .

T . ) . fined to be Black Boxes resulting in a Black Box Equiva-
checking is of particular interest. Here, the task is to &hec .

. : . lence Checking problem.

whether the Boolean functions corresponding to the specifi- ) ) )
cation and the implementation are the same. Besides func- !N this paper we look into a related problem, which
tional validation by the application of test patterns, main also handles |mplementat|ons with incomplete information
two approaches are used to perform the equivalence check:1€ré we assume boxes, which are not completely unknown

One possibility is to translate implementation and speci- K€ Black Boxes, but rather implement ancompletely
fication into one Boolean formula which is satisfiable if SPecified functionWe call boxes of this kinthcompletely

and only if implementation and specification do not real- SPecified Boxesr IS-Boxes(For small examples of imple-
ize the same Boolean function [29, 19, 11]. As an alterna- Mentations with IS-Boxes see Figure 1. The IS-Box real-
tive, implementation and specification can be transformedizes the functiorﬁgl) +¢g” with a don't care for input vector
into a canonical form such that the equivalence check re-(0,0). The corresponding specification for the whole circuit
duces to a check whether the canonical representations ofs the functionf® = z; @ z,.)

Verification, i.e. the check whether a circuit implementa-
tion fulfills its specification, is a crucial task in VLSI CAD.



In the following paragraphs we describe scenarios where ~ Figure 1. Two different implementations with
it is possible to profit from our approach: an IS-Box. The specification of the whole

iU i 5 _
Incompletely Specified Boxes can occur, when a larger circuit for both casesis  f° = 1 & 2.
o 7 . s N

design is partitioned into blocks, where some blocks are [ /~ Implementation 1 AV Implementation 2 )

incompletely specified. After a partition of the design X X Xy X
into (completely or incompletely specified) blocks has been i) i) i ]
done in an early stage of the design process, it should be I IAY
checked, whether the partitioning result is still equindle cover,= i+ i cover,= i+ i
to the specification. (This includes — among other things de,= D D de, =i

— the question whether the don’t cares which were speci-
fied for IS-Boxes can really be used as don't cares in this
implementation containing IS-Boxes.) The current imple-
mentation is only correct, if it is equivalent to the specifi-
cationfor all possible assignments to the don’t cares of the
IS—Boxes, since the designer of an IS—-Box is allowed to as-| | Vi )
sign the don't cares arbitrarily and the implementation has -
to be correct independently from the actual choice for the
don’t cares. An error is found, there isan assignment to : i _ A
the don't cares of the IS—Boxes, such that implementation@PPlied both in @DD based and in 8AT based verification
and specification differ for at least one primary input vecto €nvironment. _

We believe that incorrect assumptions about the behaviour TNe paper is structured as follows: In Section 2 we

of the environment of subcircuits are frequent sources of 9\ve some preliminaries. The following section defines
design errors. the problem of equivalence checking for implementations

with Incompletely Specified Boxes, compares the notion of

Another possible application of 1S-Boxes could be the equivalence for implementations with IS-Boxes to the no-
use ofincompletely specifielhtellectual Property cores (IP -d ) plem . .
tion of equivalence for implementations with Black Boxes

Iclgres) inan |mplementa_t|on. Under,the assumption that the[14' 12, 26], and finally, it points out the relationship be-
vendor does not publish the don’t care assignment actu- : o
. . tween our problem and the computation of satisfiability and
ally used in the design of the IP cores (for reasons of Intel- observability don't cares. In Section 4 we present our so-
lectual Property protection), the IP cores have to be viewedI . h bl O. thod i luated b -
as Incompletely Specified Boxes. The problem which has to ution t9 the problém. Lur method IS evajuated by experi
be solved is to check whether specification and implemen-ments in Sectl_on 5.‘ The paper ends with some cqncludmg
. L o . remarks and directions for further research in Section 6.
tation with incompletely specified IP cores are equivalent.
Again, specification and implementation with IS—Boxes can
be called equivalent only if they are equivalent for all poss 2. Preliminaries
ble assignments to the don't cares of the IS-Boxes (incom-
pletely specified IP cores). Let f : {0,1}" — {0,1} be a completely specified
Another application which does not fit into this frame- Boolean function with: inputs.
work at first sight can be handled by our solution, too: This Incompletely specified Boolean functions with domain
problem occurs wheimcomplete specificatioret the reg- D are functionsf : D — {0,1} with D C {0,1}™
ister transfer level are checked agaiosinplete implemen- {0,1}"\ D is called ‘don't care set’ of. An incompletely
tationsat the gate level. At the register transfer level it is specified function with domaiD can be represented by
natural to specify “unknowns” for cases when the value at a pair (cover, dc) of (completely specified) Boolean func-
the output of a block does not matter for the final result. tions, whereic is a characteristic function of the don't care
This results in a specification with incompletely specified set, i.e. dc : {0,1}™ = {0,1} with dc(e) = 1iff ¢ ¢ D
blocks, which is checked against a (complete) gate level(ve ¢ {0,1}™), andcover : {0,1}* — {0,1} is an arbi-
implementation. Of course, the same techniques can be aptrary function with the propertyover(e) = f(e) forall e €
plied for the solution to this problem as in the two cases D. A completely specified functioff’ : {0,1}" — {0,1}
above; merely the roles of implementation and specifica- is called a ‘(completely specified) extension’ pf: D —
tion are exchanged. However, throughout the paper, we will {0,1}iff f'(€) = f(e) foralle € D.
always speak about complete specifications and incomplete  Boolean functions can be represented by Reduced Or-
implementations in order to avoid confusion. deredBDpDs [1]. A BDD for a Boolean function can be
In this paper we present a method to solve the problem of computed bysymbolic simulatiorof the corresponding cir-
equivalence checking for implementations with IS—Boxes. cuit using the efficient manipulation algorithms fBDDS
The method is based on a transformation of the implemen-[2]. Then, due to the canonicity &DDs the equivalence

tation into a circuit modeling the incompleteness and can be



check for two circuit representations corresponds to a sim-

ple check for equality.

Another possibility to decide equivalence between two
circuit representations of Boolean functigfiandg is based
on Boolean satisfiability. Starting from the circuit repges
tations, the so-called miter circuit is constructed, which
satisfiable, if and only iff andg are not equivalent (see
e.g. [19]). Then the miter circuit is transformed into a CNF
formula using methods from [18, 19] and the equivalence
check reduces to showing the unsatisfiability of the formula

3. Incompletely Specified Boxes

Implementations containingincompletely Specified
Boxes (or 1S—Boxey are circuits which contain boxes

3.2. Comparison to equivalence for implementa-
tions with Black Boxes

Before presenting an algorithm for equivalence check-
ing we look into the relationship between the equivalence
checking problem for implementations with IS-Boxes and
the equivalence checking problem for implementations with
Black Boxes [14, 12, 26].

At first sight the equivalence checking problem for im-
plementations with Black Boxes seems to be a special case
of the corresponding problem for IS-Boxes, since Black
Boxes are boxes of which we do not know anything, i.e.,
they can be modeled by incompletely specified functions
where the domain is empty. However, the two problems are
applied in different contexts which leads to different nas

whose outputs are associated with incompletely specifiedof equivalence:

functions. Leto; be an output of an IS-BoXS; with

input variablesiﬁ”,...,z’l(j). Theno; is associated with
an incompletely specified functiog;, which may be
represented by a pair of completely specified functions
(cover;, dc;), wherecover; and dc; depend on variables
i:(l]), ... ,il(j) and dc; is the characteristic function of the
don't care set ofj;.

Two small examples for implementations containing 1S—
Boxes are shown in Figure 1. The incompletely specified
functiong; associated with the IS-BakS; in both exam-

(1) (1) (1)

plesis represented lfyover;, dc;) = (z'll)+22 i1 v ),
i.e, the don't care set afy is {(0,0)}. There are two possi-
ble completely specified extensionsgf namely the func-
tion ¢} (igl), igl)) = i:(ll) +i§1) (where the don’t caréd, 0) is
set to 1) and the functiogy’ (i{",i{") = i{" @ i{" (where
the don'’t car€g0, 0) is set to 0). The corresponding specifi-
cation for the complete circuitis the functigi = z; ® .

3.1. Equivalence of specifications and implementa-
tions with IS—-Boxes

When an IS—Box is used in a partition of a design into

e As already mentioned, an implementation with 1S—
Boxes isnot correct if there isa replacement of the IS—
Boxes by completely specified extensions, such that
the resulting implementation does not fulfill its spec-
ification.

In contrast, an implementation with Black Boxesiit
correct if for all replacements of the Black Boxes by
some completely specified functions the resulting im-
plementation does not fulfill its specification. A Black
Box represents a part of the implementation which is
not yet finished. Thus, an error can only be reported,
if the partial implementation can not be completed to a
correct overall implementation by any implementation
for the Black Boxes.

So we have two completely different notions of equiva-
lence for Black Boxes and IS—Boxes.

3.3. Relation to the computation of satisfiability and
observability don’t cares

The problem of equivalence checking for implementa-

completely and incompletely specified boxes, implementa-tions with IS-Boxes is related to the computation of satis-

tion and specification can be called equivalent only if they
represent the same Boolean functifam all possible re-

fiability and observability don’t cares [9] used in logic syn
thesid: In fact, we have to check, whether the don’t cares

placements of the incompletely specified functions by com-given for the IS-Boxes are satisfiability and observability
pletely specified extensigrsnce the designer of an IS-Box don’t cares for the output functions of the boxes (under the
has the freedom to choose an arbitrary assignment to theassumption that the function of the overall circuit is define
don't cares and the overall circuit has to be correct in any by the specification). Thus, a naive approach to solve our

case.

In the example of Figure 1 this means that the implemen-

tation is only correct, if it fulfills its specification bottof
the replacement of the IS-Bd¥S; by functiong; andfor
the replacement ofS; by g;'.
In the next section we present a method to decide,

whether specifications and implementations containing 1S—

Boxes are equivalent in the sense defined above.

problem — at least for the case that there is only one 1S—
Box with only one output — would be the computation of

1An input vector of some block in a circuit is a satisfiabilitrtt care,
if this input vector cannot be applied to the block due to thbcgrcuit
computing the inputs of this block. An input vector of somedil is an
observability don’t care for a certain output of the blodkhe value at this
output can be changed (for the input vector) without chamdfire overall
behaviour of the circuit, i.e., if this change cannot be okesg looking at
the overall circuit.



the complete set of all satisfiability and observability don

o; (1 < i < I)of an IS-BoxIS; is associated with

cares for the IS-Box followed by a check, whether the given an incompletely specified function represented by the pair
don’tcare set for the IS-Box is a subset of the computed set.(cover;, dc;), wheredc; is the characteristic function of the

However, the following facts prohibit this approach:

e For large circuits, the computation of satisfiability and
observability don't cares can be expensive. For this
reason, the computation of don't cares for a subcircuit
usually considers only an environment of the subcir-
cuit and not the whole circuit leading tesabsebf the
don’t care set. However, we need the complete set of
satisfiability and observability don't cares to prove that
the given don'’t care set for an IS-Box is not correct.

putsoy, ..

depending on input variablég), ..

don’t care set fow;. cover; anddc; depend on the input
variablesfgf), ceyd

V) of 15-BoxIS;.

Now we introduce new variables, ..., z; for the out-
., o of the IS-Boxes. For each outpait of an
IS-BoxIS; we define a function

:(7) ()

isi(1y,.. i ,2i) = dc; - cover; + dc; - z;

i@,
Ty
Let I, be the circuit which results from the implementa-

For IS—Boxes with several outputs and for several IS— tion with IS-Boxes by replacing the outputs of IS-Boxes by

Boxes in the implementation the situation will be much  functionsis;, i.e., by replacing outpu; of IS-BoxIS; by

more complicated: In this case the flexibility has to be ¢, tion is;

expressed by Boolean relations or by sets of Boolean
relations, since the degree of freedom given at one out-

put of an IS-Box depends upon the other outputs [30]. PY or I
output of the specificatiof.

Also in this case we would need thbempleténforma-
tion on flexibility for the 1IS—Boxes to decide whether

(’L'gj), . ,zl(]]),zz

“(z1y--+, Tn,21, ---,21) be the Boolean function com-
ted by output of I, and letfS be the corresponding

), respectively. Moreover, let

I
k

Then the following theorem gives a necessary and suf-

the given don't care sets for the IS—Boxes are not cor- ficient condition for the correctness of the implementation

rect.

with IS—Boxes:

Fortunate|y’ we do not need to Compute the Comp|ete infor- Theorem 4.1 USing the notations defined above the follow-

mation on flexibility for the IS—Boxes to solve our problem.
In the following section we present a much simpler solution
to the equivalence checking problem for implementations
with IS-Boxes.

4. Solution to equivalence checking for imple-
mentations with IS-Boxes

In this section we present a method to solve the equiva-
lence checking problem for implementations containing 1S—
Boxes. Our approach is based on the following idea: We use
additional variables for the outputs of the IS-Boxes, which
are used to model their function in the presence of don’t care
values at the inputs of IS-Boxes. The complete behaviour
of the implementation can then be represented by a function
depending on the circuit’s primary input variables and the
newly introduced variables. We obtain the following neces-
sary and sufficient condition for equivalence: Specificatio
and implementation are equivalent if and only if the result-
ing implementation function is exactly equal to the specifi-
cation function. In particular, the implementation fuocti
finally must not depend on values assigned to the newly in-
troduced variables.

We assume an implementatidnwhich hasn primary
inputszy, ..., z, andb IS-BoxesISy,...,IS,. The IS—
Boxes havel (I > b) outputsos,...,0.2 1S-Box IS;

ing two propositions are equivalent:

1. Outputk of implementatiord is not equivalent to out-
put k& of specificationS, i.e., there is a replacement of
the outpute; of IS-Boxed S; by completely specified
extensions:si(igf), ... ,il(j)) leading to a circuit/,.,,

such thatf** (z1, ..., n) # (1, ..., Tn).

2. fzfz # f2,i.e., there is(er,. .., €n,61,...,8) € {0,
13 with £ (€1, vy €n, 01y <oy 81) # Fo(ery oo,
€n)-

Proof: (sketch)
2. =1"

Let (e1,...,€n,01,...,8) € {0,1}"*" be an input
vector which distinguishes betwegc;j: and f,f, ie.,
F(eny oy €nyO1yee oy 81) # (€1, s €n).

Then we defind,; as follows: For each output;
of an IS-Box/.S; we choose
»(i(j)

esi(iy ,...,z'l(j)) = dc; - cover; + dc; - 6;,

i.e., alldon't cares of outpui; of IS-BoxIS; are fixed

to 51

Under the assumption that input vectery, . . . , €,)
is applied to circuitl,; and input vector(ey, ..., €p,
01,..., 0;) is applied to circuitl,, we can prove that

all corresponding signals id., and I, ® have the

depends ori; input variablesigj),...,il(j). Each output

2Each IS-Box has at least one output.

3Since bothl,; andI, result fromI by replacement of IS-Boxes, ‘cor-
responding signals’ are signals which result from idehsagnals inI.



same value. The proof is done by induction on the
depth of the signals. It is clear that corresponding
primary inputsz; (i.e. signals with depth 0) have the

same values;. The interesting case for signals with

depthd > 0 occurs when a signal is computed by
an outputo; of an IS-BoxIS;. The input signals

iﬁ’), . ,il(j) of IS; are corresponding signals i
andl, and — according to the induction hypothesis —
have the same valués, . .., a;;). Now the functions
cs; = de;-cover;+de;-6; andis; = de;-cover;+de;-z;

for o; in I andl,, respectively, have the same values:
If dei(as,..., a;;) = 0, then the identical value is

coveri(ai, ..., aq;) andifde;(aa, ..., az;) =1, then
the identical value ig;.
Since all corresponding signals id.; and

I, have the same value, we can conclude that
f,f”(el,..., €n) = f,fz(el,...,en,él,...,él) and
thusfle (e1, ... €n) # f2 (€. s€n).

1. = 2"
Assume that there is a replacement of the outputs
o; of IS-BoxesIS; by completely specified exten-
sionscs; (it ..., il(j)), such thatfy«* (e1,...,en) #
f2(ex,. .. en) for (er, ... €,) € {0,1}™

The outputso; of IS-BoxesIS; are associated
with incompletely specified functions represented by
(cover;,de;) (1 < i < I). Sincecs; is a com-
pletely specified extension of the incompletely spec-
ified function represented bfrover;, dc;), we have
cs; = dc; - cover; + dc; - h; for some Boolean function
h; depending on variable§’, . . ., zl(]])

For primary input vecto(ey, .. .,¢,) let é; be the
values computed by outputs of IS-BoxesIS; in
circuit Is (1 < ¢ < I). Now we claim that
flgz(elv"'aenaéla "'751) = flgcs(ela"'aen)'

As in part ‘2. = 1., we prove by induction on
the depth of signals that input vectdes, . . ., €,) and
(€1,...,€n,01,...,0;) lead to the same values for cor-
responding signals ifi.; andl,. It is easy to see that
this is true for signals with depth 0 and for signals
which are computed by gates different from outputs of
IS-Boxes. Now consider a signal which is computed

by outputo; of an IS-BoxIS;. Let (au,...,q;) be
the vector of values for the input signaﬁé), ceey zl(]])
of IS; in I, and I,. If dci(aa,...,q;) = 0, then

bothis; in I, andes; in I, computecover;(ay,. ..,
ar;). If dei(as,..., aq;) = 1, thencs; computes
hi(Oél, caey Oqj) = 61 andisi(igj), N ,zl(]]),zz) = d_Cz .
cover; + dc; - z; computes;, too, sincez; is set tod;
by the assignment made to the primary inputg.of

O
Based on Theorem 4.1 we can use the followsmp

based method to check equivalence of specifications and
implementation containing IS—-Boxes:

1. Replace each outpu of an IS-BoxI S;, which is as-
sociated with an incompletely specified function rep-
resented by{cover;, dc;), by the functionis; = dc; -
cover; + dc; - z; with a new variable;.

2. Compute for each outpit of the resulting circuitZ,,

theBDD for f,f: by symbolic simulation.

3. Compute for each outptitof the specification theDD

for 2 by symbolic simulation.

4. Check whether thepps for f* and fS are different
for some primary outpuk. If this is the case, then
specification and implementation are not equivalent,
otherwise they are equivalent.

As an alternative, we can also perforrsar based equiva-
lence checking: We add a miter circuit to the circufitand

I, after step 1. of the algorithm above (i.e., connect each
outputk of S and each output of I, to anezor gate and
connect allezor gates to aror gate) and then we check
whether the output of the resulting circuit is satisfiable.

Example 4.1 Consider the implementations in Figure
1. Both implementations contain one 1S—Box realiz-
ing an incompletely specified function represented by
(covery,dey) = (igl) + iél),igl) : igl)). The correspond-
ing specification is the functiofi® = z; @ x».

For symbolic simulation, the IS-Box is replaced by

isy = dey - covery +dey - 21 = (117 + i) M + i) +

igl) igl) z1. For each gate, symbolic simulation computes
the function realized by the gate depending on primary in-
puts. Gates are processed in topological order.

For Implementation 1, symbolic simulation computes

o for o;: fl (T1 + 22)(T1 + T2) +T1 T2 21
1% + T122 + T1 T2 21,

o forl: f* = z1 - for =71 - 33,

. I.
o forr: fls =y - for =71 - 22,

e and finally /= = f- + fI-
T1 D 2.

ZE1'ZE_2+£E_1'£E2

Sincef’= = f°, the implementation is equal to the specifi-
cationindependently from the assignment to the don’t cares
of the IS-Boxnd thus implementation and specification are
equivalent.

For Implementation 2, symbolic simulation computes

o foroi: gf: = (z1+22) (T +T) +T1 Ta 21 = 1172 +
Tiz2 +T1 T2 21,



Table 1. 10% of the gates in one IS-Box

Specificatiofi| Implementation, 10%, 1 Bo
no error error

circuit|| in| out)||#node} time||| %dd|#nodefime][#nodeftime
alu4 14 8 530 0.61|[25% 3780.24 3910.10
apex7|| 49 37 294 0.14||10% 2950.06 2690.04
comp | 32 3 137 0.0§||37% 1370.05 1170.04
terml1|| 34| 10 82 0.12||35% 81/0.06 88/0.06
C432 || 36/ 7||| 1212 0.27(|58%| 124Q0.20| 16990.22
C499 || 41] 32||| 3010411.45(|60%| 371488.77| 3877(09.43
C880 || 60 26||| 4814 1.83||27%| 46620.50| 46740.54
C1355| 41 32||| 2690111.06|(|32%| 305814.02| 355297.54
C1908| 33 25|/|| 7161 4.7Q(|54%| 704Q01.63| 71651.85
C2670(23314Q|| 2141 5.21||22%| 37841.62| 43741.97
C3540| 50 22||| 3611420.43||19%| 368594.89| 375665.82
C5315(178123| 1989 3.66| 5% 19321.21| 19541.22
C7552(207/108|| 854517.44(|20%| 109084.67| 833(03.99

n five IS-Boxes

10%, 5 Box

error
#nodefime|
4890.23
2490.07
1380.04
92/0.07
15150.15
337585.37
47500.56
368057.71]
73913.60
43522.09
302717.57
22241.34
137207.09

Table 2. 10% of the gates i
Specification | Implementation,
no error
#nodeltime
4470.52
2730.07
137,0.04
81(0.06
12960.18
259742.7(
49380.52
274283.52
76613.78
21931.38
301609.52
23861.39
157247.8(Q

£S

%dd
99%
42%
71%
45%
23%
50%
22%
91%
99%
91%
85%
69%
79%

circuit]| in| ouf
alu4 14| 8
apex7|| 49 37
comp || 32 3
terml|| 34| 10|
C432 || 36 7
C499 || 41 32
C880 || 60 26|
C1355| 41 32
C1908| 33 25
C2670(233140
C3540Q| 50 22
C5315(178123
C7552(207108

#nodes time

530 0.63
256 0.15
137 0.08
91 0.14
1212 0.25
2640810.87
473§ 1.91
2608510.3§
7108 4.77
2371 5.77
3615430.39
2199 3.61
2275146.3§

o forl: g =75 gk

o forr: gl- =z, -ggi

e andfinallyg!’s = y-l-gT = 21 Ta+T1 T2 21+T1T2.

Sinceg’s # S = z, ® z», implementation and specifica-
tion arenotequivalent. Note that in this example there is a
don’t care assignment for the IS—Box, such that implemen-
tation and specification will become equal. If the output of
the 1S—Box for input(0, 0) is chosen to be 0, then imple-
mentation and specification will be equal. However, if the
output of the IS-Box for input0, 0) is 1, then implementa-
tion and specification wilhot be equal and thus, the spec-
ification and the implementation containing an IS-Box are
callednot equivalentsince the implementation has to ful-
fill its specification for all possible assignments to the'tlon
cares.

5. Experimental results

To evaluate our method for equivalence checking in the

Table 3. 40% of the gates in one IS—Box

Specificatio Implementation, 40%, 1 Box
no error error

circuit|| in| out]||#node$ time|||%dd|#node$ time[[#node} time
alud || 14 g|] 384 0.21][16%] 361 0.09] 383 0.08
apex7|| 49 37 294 0.14||10%| 299 0.04| 269 0.06
comp || 32 3 137 0.07(|29%| 147 0.04] 125 0.04
terml|| 34 10 82 0.13(|30% 81 0.0q 82 0.0q
C432 || 36 7||| 1321 0.54|(44%| 2119 1.66| 2044 0.5§
C499 || 41 32|| 3010411.34({60%| 4164021.13| 3397914.65
C880 || 60 26||| 4814 1.85|(27%| 4664 0.50| 4674 0.54
C13558| 41 32|| 2690111.07({32%| 2898616.35| 3557317.09
C190§| 33 25||| 837135.32||60%| 787260.84| 753423.24
C267Q(23314Q|| 2141 5.26|| 2%|| 3004 1.40| 411§ 1.93
C3540Q( 50 22||| 3611420.5Q({19%| 36853 4.91| 37566 5.83
C5318({178123|| 1989 3.63|| 5% 1932 1.21| 195§ 1.22
C7552|207104|| 1046624.39|| 9%|| 9739 3.84| 834§ 3.73

as described in the previous sections usiBga-based and
asAT-based approach, as well.

Although, for the purpose of this paper, our implemen-
tation is restricted to these two extreme cases, it should be
mentioned that it is straightforward to incorporate other a
proaches combining the strengthsgifD based andsAT
based methods by a tight integration [13, 6, 23, 16]. Fufther
more, for specifications and implementations having struc-
tural similarities, methods which identify equivalences b
tween internal nodes to simplify the verification problem
[17, 6, 23] are applicable to our problem, too.

For our implementation we us€zlJDD 2.3.0[28] as the
underlyingsbD package. Dynamic reordering [25] was ac-
tivated during alBDD-based experiments. Furthermore, we
usedChaff[22] as satisfiability solver in a series of experi-
ments based on a satisfiability formulation of the problem.
The experiments were performed on a Pentiumlll PC run-
ning Linux (550 MHz, 1 GB memory).

To obtain circuits with 1S-Boxes we generated imple-
mentations with 1S—-Boxes from benchmark circuits: For
each benchmark circuit a certain fraction of the gates was
randomly selected to form IS—Boxes. In a first experiment
(Table 1) we included 10% of the gates in one IS—Box,
in a second experiment (Table 2) 10% of the gates in five
IS-Boxes and in a third experiment (Table 3) 40% of the
gates in one IS-Box. The incompletely specified functions
for the outputs of the IS-Boxes were computed based on
the original benchmark circuit: For an outpytof an IS—
Box the incompletely specified function is represented by a
pair (cover;, dc;). The functioncover; was chosen as the
function originally implemented in the benchmark circuit
and the functionlc; was obtained by computing satisfiabil-
ity and observability don’t cares [9] for the IS-Box. Both
cover; anddc; were represented byeDD and were associ-
ated with the 1IS—Box.

The original benchmark circuit was used as the specifi-
cation.

presence of IS-Boxes we implemented the basic procedures In a first set of experiments we used the circuit with 1IS—



Boxes computed as described above as the implementatiorBDD based approaéh For the instances where no errors
In this case, specification and implementation are equiva-were inserted columns 6, 7, and 8 show the sizes of the
lent, since the don't cares for the outputs of the IS-Boxes correspondin@AT problems in terms of variables, clauses,
are satisfiability or observability don't cares of the Bokes  and literals, respectively; column 9 gives the correspond-
the original benchmark circuit. In a second set of experi- ing CPU times in seconds. Columns 10-13 give the same
ments we inserted errors into the implementations with 1S—information for the instances where errors were inserted.
Boxes to check the robustness of our method for erroneousThe results show that theat based approach can com-
implementations. We randomly selected a gate, which did pete with theeDD based approach for the problems with er-
not belong to an 1IS-Box, and inserted an error. The errorrors (where the corresponding CNF formula is satisfiable).
type was also selected randomly between several choicesThe instances without errors which were solved byghe

We added/removed an inverter for an input or output signal based approach could also be solved byghe based ap-

of the gate, changed the type of the gated to or; or ory proach, but only with (sometimes considerably) larger CPU
to andz) or removed an input line from ammd or or gate. times. For circuitC'6288 (which is a 16x16 multiplier) the

All reported results are an average on 5 different randomindividual strengths of the AT based approach become ap-
selections of IS-Boxes and in the case of error insertionsparent: With a memory limit of 1 GB and a time limit of
also an average on 100 different random selections of errorl00.000 CPU seconds, neither the correct nor the erroneous
insertions? instances could be solved usiBgpDs. Whereas the cor-
rect instances could not be solved by #re engine either

Tables 1, 2 and 3 show the resultsemiD-based exper- ; , Y )
iments. In columns 1. 2. and 3 the names of the bench-(Using the same memory and time limits), the erroneous in-
stances could be solved within a few seconds.

marks, and the numbers of inputs and outputs are given.
Column 4 gives the numbers &oBDD nodes needed to
represent the specification; column 5 shows the CPU timesg. Conclusion and future work
in seconds to compute tBDD representation of the speci-
fication. Column 6 gives the average fraction of minterms,

which are used as don't cares for the different outputs of the n t_h|s paper we mtroo!uced '_[he concept of equwalgnce
: checking for implementations with IS-Boxes. The relation-
IS-Boxes. Then the results for two sets of experiments are

) . . ship of this notion of equivalence to the equivalence for im-
presented: For the first experiment, where no errors were ; o iy
plementations containing Black Boxes was clarified. We

inserted, columns 7 and 8 show the numbersmb nodes :
and the CPU times needed for symbolic simulation of the presented a method to solve the problem of equivalence
checking for implementations with IS—-Boxes using a trans-

implementation and in columns 9 and 10 the same informa_formation of the imolementation
tion is given for the second experiment using error inser- Experimental regults using b(;thBB)D based and 8AT

tions. based approach, prove the feasibility of the approach eSinc
The observations made based on the experiments are thafter the transformation of Section 4 the remaining task con
same for Tables 1, 2 and 3 (10% of the gates included insists in comparing two combinational circuits, an incogpor
one 1S-Box, 10% of the gates included in five 1S-Boxes tion of recently presented methods combining the strengths
and 40% of the gates included in one IS-Box): The sym- of BDD based andAT based algorithms by a tight integra-
bolic simulation of implementations with 1IS-Boxes shows tion is straightforward. For the same reason also methods to
no performance degradation at all compared with the sym-identify equivalences between internal nodes to simpkiéy t
bolic simulation of the specification. This observation is verification problem for circuits with structural similtigs
true for different sizes and numbers of IS-Boxes. In our can be applied to our approach.
experiments this property also did not change when errors For the future, we are planning to generalize the ap-
were inserted into the implementations with IS-Boxes. This proach to the verification of sequential circuits contagnin
clearly demonstrates the feasibility of our approach. IS—Boxes.

We also evaluated the method in connection with equiv-
alence checking based on Boolean satisfiability. The prob-References
lem was translated into a satisfiability problem as desdribe
in Section 4 and then it was transformed into a CNF formula
using methods from [18, 19]. Table 4 shows the results for
the experiment, where 10% of the gates were included in
one IS-Box. Columns 4 and 5 repeat the results for the
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